SUBIC BAY

METROPOLITAN AUTHORITY

BAGONG PILIPINAS

February 27, 2026

Bid Bulletin No. 2

UNIFIED THREAT MANAGEMENT (UTM) FIREWALL LICENSE RENEWAL

A. With reference to the queries during the pre-bid conference and the written clarification/s
received until February 26, 2026 please be guided of the following:

Section VII. Checklist of Technical and Financial
Documents

(i) Original duly signed Omnibus Sworn Statement
(055); and if applicable, Original Notarized Secretary’s
Certificate in case of a corporation, partnership, or
cooperative; or Original Special Power of Attorney of
all members of the joint venture giving full power and
authority to its officer to sign the 055 and do acts to
represent the Bidder.

May we respectfully submit this clarification to present to you
how our Secretary Certificate is structured where we have an
Authorized Representative who is authorized to sign all bid
related documents, and an Authorized Signatory who is
authorized to sign all ensuing contracts. Please see attached
cover sheet clarifying the distinction between our Authorized
Representative and Authorized Signatories and providing a
clear understanding of why our Authorized Signatory is
required to sign the Omnibus Sworn Statement.

Answer: As a clarification, the Secretary’s Certificate shall be the basis for the Authorized
Signatory of all bid documents. Authorized representative would only mean said
individuals are authorized to attend to various procurement activities.

2.

General Clarification

May we respectfully request this clarification to determine
whether the evaluation and award for this procurement will be
based on the Lowest Calculated Bid (LCB) or the Lowest
Calculated Responsive Bid (LCRB), as this will guide our
compliance and bid submission.

Answer: The award of the contract is based on the Lowest Calculated Responsive Bid
(LCRB), not merely the Lowest Calculated Bid (LCB). The BAC verifies, validates, and
ascertains all legal, technical, and financial requirements.
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clarification on the packaging requirement for bidders
participating in multiple lots.

Financial envelopes containing the requirements for all
participated lots suffice?

With reference to ITB Clause 17.1, which states that the
submission procedure "shall also be observed for each lot in
ITB Clause 17.1 - Format and Signing of Bids the case of lot procurement,” we would like to request

Specifically, are bidders required to submit a separate set of
Technical and Financial Component envelopes for each lot
they are bidding on? Or will a single set of Technical and

Answer: Answer: ITB Clause 17.1 is applicable if procurement is in a per Lot basis.

4.

Scope and Coverage 1.) Canwyou confirm the exact model and serial of the

existing UTM firewall appliance?

already EOQOL/EQS?

term?

2.) s the requirement strictly for license renewal only, or
does it include hardware replacement if the device is

3.) Arethere any planned upgrades during the renewal
4.) Is this renewal intended to maintain existing features

only, or are additional security services required?
5.) What is the current firmware version of the firewall?

Answer:

1)

2)

3)
4)

5)

The existing appliance is a Sophos XGS6500. For security reasons and to protect
Critical Information Infrastructure, the specific Serial Number will be disclosed
only to the winning bidder.

The requirement is for license renewal for a period of three (3) years. The
contractor is also responsible for the HW maintenance and support during
subscription.

Firmware upgrade as part of the implementation

Renewal must cover the full protection subscription which includes: Network
Protection, Web Protection, Webserver Protection, Zero-Day Protection, DNS
Protection, Enhanced Plus Support, and HA Active-Passive Sync

The winning bidder is expected to perform a comprehensive review of existing
hardware and software versions during the implementation to ensure the system
is updated to the latest version.

License & Subscription Requirements

etc.)?
(e.g., IPS, Anti-Virus, Web Filtering, Application Control,
Anti-Spam, Sandbox, etc.)

8.) Is advanced threat protection (ATP) or sandboxing
required?

6.) What is the required license duration (1 year, 3 years,

7.) What specific security subscriptions must be included?
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Answer:

6) The requirement is for a three (3) year license renewal/subscription

7) Subscription renewal must include: Network Protection, Web Protection, Webserver
Protection, Zero-Day Protection, DNS Protection, Enhanced Plus Support, and HA Active-

Passive Sync

8) ATP/Sandboxing already fulfilled under Zero-day protection and Network Protection
subscription

6.

Technical Performance Requirements 9.) What is the current and projected internet bandwidth
capacity?

10.) How many concurrent users are currently supported?
11.) What is the expected number of concurrent sessions?

12.) Are there minimum performance benchmarks required
for:

&  Firewall throughput?
® |P5throughput?
& VPN throughput?

13.) Are 55L inspection and deep packet inspection currenthy
enabled?

Answer: Since this procurement is strictly for the license renewal of existing appliances
(Sophos XGS 6500) specific internet bandwidth, user counts and session metrics are not
being provided as new baseline requirements. The project intends to maintain the
current security posture and operational capabilities of the existing infrastructure.

7.

VPN and Remote Access 14.) How many site-to-site VPN tunnels are currently
configured?

15.) How many remote VPN users are expected?
16.) Is MFA integration required for VPN users?

17.) Is integration with directory services (e.g., AD/LDAP)
currently implemented?

Answer: As this project is for the renewal of existing licenses , the SBMA will not provide
specific counts for VPN tunnels, remote users, or internal directory integration details at
this stage. The winning bidder is required to conduct a review of the existing FW setup as
part of the Implementation Services. Configuration details and the specific number of
site-to-site or SSL VPN tunnels will be disclosed to the winning bidder during the initial
project implementation and network integration phase
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High Awvailability & Redundancy

18.}) Is the firewall deployed in High Availability (HA) mode?

19.) If yes, is the renewal required for both primary and

secondary units?

20.) Are there failover testing requirements after renewal?

Answer: The current firewall is not in HA. The bidder shall ensure that the licenses
provided are fully functional within a high availability configuration consistent with

manufacturer best practices.

9.

Support & Maintenance

21.) What support level is required? (Bx5, 24x7, next business

day replacement, etc.)

22.) Is on-site technical support required?

23.) What is the required 5LA for incident response?
24.) Is vendor-certified local support mandatory?

25.) Should support include configuration review and
optimization?

Answer: All the service level support requirements are in the bidding document including

Annex A. Technical Specifications.

10.

Implementation & Deliverables

26.) Is configuration validation required after license
activation?

27.) Are bidders required to provide a health check
assessment report?

28.) Is knowledge transfer or training required?

29.) What documentation must be submitted upon
completion?

30.) Is there a required project timeline for license activation?

Answer: All the services, documentation, training required are in the bidding document

including Annex A. Technical Specifications.
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11.

Compliance & Certifications 31.) Are there specific vendor certifications required from the
bidder? {e.g., NSE, CCNP Security, etc.)

32.) Must the bidder be an authorized partner/reseller of the
firewall vendor?

33.) Are 150 or other compliance certifications required?

34.) Are there government procurement compliance
requirements specific to this project?

Answer: All the requirements are contained in the bidding document including
Annex A. Technical specifications.

12.

Equal footing among Participating Vendors Requesting BAC Sec to release an equal footing clause among
participating vendors

Answer: The BAC does not issue individual assurances or clauses upon request
of any bidder. Equal footing among participating vendors is already guaranteed
through adherence to the governing procurement rules and the standardized
bidding process applied uniformly to all prospective bidders.

13.

Section 111 - Bid Data Sheet

The Bid Security shall be in the form of a Bid May we kindly clarify whether the

Securing Declaration, and any of the following: submission of both forms of bid security
is required, or if the submission of only

1) The amount of not less than Two Million Two a duly executed Bid Securing

Hundred Fifty-Nine Thousand Seven Hundred Declaration will suffice in compliance

Forty Pesos (Php 2,259,740.00) equivalent to two with the requirement?
percent (2%) of ABC, if bid security is in cash,
cashier's/manager’s check

2) The amount of not less than Five Million Six
Hundred Forty Nine Thousand Three Hundred
Fifty Pesos (Php 5,649,350.00) equivalent to five
percent (5%) of ABC] if bid security is in Surety
Bond.

Answer: As required shall be in the form of a Bid Security and Bid Security
Declaration as stated.
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C.

D.

To enable us to prepare an accurate and

1. Unified Threat Management (UTM) Firewall fully compliant technical and financial
License Renewal proposal, may we respectfully request

the specific firewall model and
corresponding serial number of the
existing UTM appliance subject to
license renewal?

Answer: Sophos XGS6500. Specific serial numbers will be provided to the winning
bidder for license activation purposes during the project implementation.

15.

May we know if the indicated ten (10) years in
the business is typographical error? If not, May
we request to reduce it to (5) years like in the
Annex A Terms of Reference “Subscription to Existing Endpoint Security with

Letter O — D.3 Experience: Bidders must have a | Managed Detection and response (MDR)

minimum of 10 years of business operation. Services'. Since our company is just turning nine

Page 95 (9] years this year. Also what kind of proof do we

need to attached as proof that we are in the
service for nine (9) years. Hoping for your kind
consideration on this matter.

Answer: The requirement for experience is updated to bidders must now have a
minimum of five (5) years of business operation instead of the original ten (10)
years. Valid Department of Trade and Industry (DTI) for sole proprietorships,
Securities and Exchange Commission (SEC) for partnerships/corporations or
any document showing the date of establishment is sufficient.

16. Again, please take note of the following:

There is no preference in the color of bid envelopes and the placing of tabs on each
document for easy identification during bid evaluation is preferred.

a. For the submission and receipt of bids, the SBMA is yet to establish its procedure thru
electronic means. Accordingly, aside from physical submission, the only alternative is
the submission thru courier. However, it shall be the responsibility of the bidders to
ensure that their bids submitted thru courier be received by the BAC, through its
Secretariat, on or before the deadline for the submission of bids.

b. The payment of bidding documents can be done until 12NN of the day of the
submission of bids on March 9, 2026.

c. For bid bulletins, it shall be the responsibility of the bidders to secure copies thereof,
which are posted on the PhilGEPs/SBMA websites and/or the SBMA Procurement
Service Facebook page.

Please be informed that physical attendance during the bid opening shall be limited to a
maximum of two (2) authorized representatives per bidder.

All bidders who will opt to submit their bids thru courier must ensure that the same be
received by the BAC, through its Secretariat, on or before the deadline for the submission of
bids.

Meanwhile, a complete set of Bidding Documents is available and may be acquired by
interested bidders only until 12:00 NN of March 9, 2026.
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F. Further, please be reminded that, subject to Section 25.9 of the revised IRR of Republic Act
No. 9184, unsealed or unmarked bid envelopes shall be rejected.

G. For the guidance and information of all concerned.

SGD

ATTY. MARTIN KRISTOFFER F. ROMAN

Chairperson
Cc: All BAC Members
Technical Working Group
Commission on Audit

NGO

Bid Bulletin No. 2
Page 7



